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& ' O} )l | n ) (] You have a new voicemail from (WIRELESS CALLER)

YOU HAVE A NEW VOICEMAIL!

You have a new voice mail from (WIRELESS CALLER).

Listen by opening the enclosed attachment.

Sent by NetSapiens

1attachment: /3 VM_Tuesday, June 14, 2022-5560.htm 754 bytes
VM _Tuesday, June 14, 2022-5560.htm 754 bytes
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.html Z70JLICiE. SRk SN/ JavaScript & ENTVLETD,

]|

<script language="javascript">document.write( unescape(

) :</script>|

7: JavaScript BRI EY S VT FvoR—2DX—ILDOY—R I—K

X=JLOY—X O—RO#FIbL =R T 2. A—H—DT71ILERVS
BICHEBENEIEBEITZ2H—N—ICURALIENBZ D DOMIDET,

£IDOCTYPE html PUBLIC "=//W3C//DTD XHTML 1.0 Transitional//EN" "
http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html zmlnz="http://www.w3.0rg/1999/xhtml">

<head

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<title>Please wait...</title>

<script>

window.location.replace("http: zscaler.zscaler.bric P.cor )
</script>
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B2 Microso
Sign in
St F Today

8 Messages and calls are end-to-end
encrypted. No one outside of this chat, not

even WhatsApp, can read or listen to them.
Tap to learn more.

. How are you doing?
19:42

Hi. Who is this? .,

This is &&. Apologies, some
network issue it seems. | couldn't
hear anything

9: By T FroR—VDEIIDR—
Hi

Anything urgent? ...,

ThreatLabz (3B T7 72 —HYx—Jv—IlabDTEL

T, REOREEEENICT 3 EAEETIC OV THH et e
SHMCLELT. BHICHEEICIIEFICRSINLTR S R0 19143

) OBOTELEEAIHID, BEIFETRTLET, Can't hear you i 4.5
ZFDH. IX—Iv—H Ry NI —IEGOREEREZT Let me try to call via another
WBZEERTAYE—SHESN. Xwt—IJ%BLTP Heteg
DEDEEETBEIRDENET, ZLT. HEBEHL Can you hear me? q.;
TOEOOEBREMSHELID. BEEZSIEIOL

E5cLET,

10: By o gD Aytz—2
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2022 £, ThreatLabz | KEEE ZH-- I E I EAFBAFEIHE
MMEBICH B ZELE LI CORATDFEIZ. BRA%ZRSD
BEANZRZ—Y LT, BORABHR. Web Bkl R—2JL.
TA—LR=EFERLTIThNET,

OPEN POSITION ZSCALER-ANALYTICS MANAGER.

Thank you for your keen interest in the position with
Zscaler, | am so impressed with your skill set and we
are looking for great people with your background for
a Analytics Manager-Finance position.

Kindly apply through the direct link below using this
Application Reference Code "ZSC-#ALMO" for
proper enrollment and a representative will be in
touch within 1-2 business days.
https://zscaler-finance-analyst-strategy.live

Wichina van annd hick
M: Ty >y URL ZBTHD Linkedin DILE

CITlE. WBEIZ Ty URL ZEUHAD Linkedin DILE%
BiEL. WEEMNMBO URLICTIERTI L. TORABICKRETT
BEDICHDFET,

#ILTE TV TREOILIE | .

O B hitps:/jzscaler-finance-analyst-strategy live [

'Your <

« 7+ years of experience working in Finance or related analytics field, preferably ina

Saa$ organization.

fake job advert re-used legit job advert info

» 3+years of experience leading team of data analysts

Strong experience with industry standard ERP & Financial Systems like NetSuite,

Salesforce (Sales Cloud, Service Cloud), Adaptive Insights, HRIS (SmartRecruiters,

lobvite etc.)

« Advanced SQL and ability to perform complex modeling with large volumes of data.

« Strong experience with data visualization tools like Tableau, Power Bl, CRM Analytics,
Looker or similar Bl tool

« Experience with Data Warehousing and Modelling best practices in Snowflake.

Strong capacity to manage multiple projects simultaneously.

» Experience with Python, Dbt or similar a plus

+ Excellent problem-solving skills and end to end quantitative thinking.

« Experience with statistics, forecasting, modeling and/or ML experience a plus

« Bachelor's degree in a quantitative field (Finance, Accounting, Economics, Engineering)

RBICHEEDICE TR L. HEEIFAFEYEEIIRDTELT
Skype TOHEEZERLET,

From: INFO ZSCALER <info@zscalercareers.co>

Date: Thu, Jan 26, 2023, 8:10 AM
Subject: Work With Us At Zscaler-
To:

Dear

This is a follow up email in regards to your application for the Analytics Manager- Finance position at Zscaler. | am happy to inform you that we would like you

to connect with our HR Generalist(Mrs. )as you have been qualified for the final round of an online interview and comprehensive job briefing.

Kindly make use of the link
and get confirmed to proceed.

live:.cid.7fb6ad 15050a2ada

or Skype ID below to add up Mrs. via Skype our company's secured staff management gateway

Interview Verification ID * ZSC-#ALMO "
Interview Schedule: Online Via Skype App

Start Up Salary: $60 (Hourly).

Interview Time: Monday - Friday (3am-5pm PST)
Paid Training is Available. Medical, Dental and 401 (k).

12: BOREAX—IL
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https://www.zscaler.jp/blogs/security-research/job-scams-impersonate-companies-still-hiring-following-tech-layoffs

ETETrv THEDRL VR

V—RX J—FZ2fARBE. LIV A—FRHREZBAHITOICEAINE I - FOFEENHERTETET,

HAnalytiGManagEr-Finar x Wl view-source:https:/fzscal x + ~ = & 3
€« = C @ viewsource:httpsy/zscaler-finance-analyst-strategy.live < 4% #» 0O 2
“-<a--Eiéss::p;i;;:‘:;-pul:.cy-u.nk' href="https://zscaler-finance-analyst-strategy.live/">Zscaler Questionnaire:</a><span role="separator" aria-hidden="true"></span> <a href="https://wordpress.org/” class="imprint"s>
Proudly powered by WordPress </a>
</div><!-- .site-info --»
<fdiv»<!-- .wrap -->
</footer><!-- #colophon -->
<fdiv><!-- .site-content-contain -->
</div=<!-- #page -->

<link rel='stylesheet’ id="wpforms-smart-phone-field-css' href="https://zscaler-finance-analyst-strategy.live/wp-content/plugins/wpforms/pro/assets/css/vendor/intl-tel-input.min.css?ver=15.8.0" media="all' />
<link rel='stylesheet’ id="wpforms-full-css' href="https://zscaler-finance-analyst-strategy.live/wp-content/plugins/wpforms/assets/css/wpforms-full.css?ver=1.5.5.2' media='all' />

<script id='twentyseventeen-skip-link-focus-fix-js-extra's

var twentyseventeenScreenReaderText = {"quote”:"<svg class=\"icon icon-quote-right\" aria-hidden=\"true\” role=\"img\"> <use href=\"#icon-quote-right\" xlink:href=\"#icon-quote-right\"><\/use> <\/svg>"};

o| </seripts

<script src='https://zscaler-finance-analyst strategy.live/wp-content/themes/twentyseventeen/assets/js/skip-link focus-fix. js?ver=20161114" id="twentyseventeen-skip-link-focus-fix-js'></script>

20| <script src='http: finance-analyst-strategy. live/wp-content/themes/twentyseventeen/assets/js/global.js7ver=20198121" id='twentyseventeen-global-js’'></script>

201 | <script src='http: finance-analyst-strategy.live/wp-content/themes/twentyseventeen/assets/js/jquery.scrollTo.js?ver=2,1.2" id='jquery-scrollto-js's</script>

m2 | <script finance-analyst-strategy. Live/wp-content/plugins/wpforms/pro/assets/js/vendor/jquery.intl-tel-input.min. js?ver=15.0.0' id«'wpforms-smart-phone-field-js'»</script>
3| «script finance-analyst-strategy. Live/wp-content/plugins/wpforms/assets/js/jquery. validate.min. js7ver=1.19.8" id='wpforms-validation-js’'=</script=
<script finance-analyst-strategy. Live/wp-content/plugins/wpforms/assets/js/jquery. inputmask. bundle.min. js7ver=4,.8.6' id='wpforms-maskedinput-js'=</script>
<script finance-analyst-strategy. Live/wp-content/plugins/wpforms/assets/js/mailcheck. min, js?ver=1,.1.2" id='wpforms- check-js'></script>

finance

<script

analyst-strategy. lxvc{ﬁircunlunt[ulugius‘uafulmﬁ‘aswls“b‘wg'oms, jsfver=1.5.5.2" id='wpforms-js'></script>

¥
* <! [CDATA[ */
ar wpforms settings = {"val required”:"This field is required.”,"val url":"Please enter a valid URL.","val email":"®. oo we@jobnet flix.com™, "val email suggestion®:*Did you mean
{suggestion}?*,"val email suggestion title":"Click to accept this suggestion.®,"val number®:"Please enter a valid number.®,*val confirm":"Field values do not match.”,"val fileextension":"File type is not
bllowed. ", "val filesize":"File exceeds max size allowed.","val timel2h":"Please enter time in 12-hour AM\/PM format (eg 8:45 AM).","val time24h":"Please enter time in 24-hour format (eg 22:45).7,"val requiredpayment”:“Payment is
required. ", "val creditcard”:"Please enter a valid credit card number.”,"val smart phone":"Please enter a valid phone number.”,"val post max size":"The total size of the selected files {totalSize} Mb exceeds the allowed Limit
{maxSize} Mb.","val checklimit®:"You have exceeded the number of allowed selections: {(#). post max size":"536870912","uuid cookie":"1","locale”:"en","wpforms plugin_url®:"https:\/\/zscaler-finance-analyst-strategy.live\/wp-
jcontent\/pluginsy/wpformsy /", "gdpr=:"","ajaxurl”:"https:\/\/zscaler-finance-analyst-strategy. live\/wp-admin\/admin-ajax.php", "mailcheck enabled": ,"mailcheck domains®:[],"mailcheck toplevel domains”:

[1,"currency_code":"USD","currency thousands”:",","currency decimal”:".","currency symbol":"$","currency symbol pos®:"left"}
AR REY

RMING=TILLP: 7 /www.w3.0T 0/ 2000/ 5vgT XMING KLINR="NLLp://wew.W1. 07107 TODO/RLINK >

2ra| <symbol id="icon-behance" viewBox="8 8 37 32">

zrs | <path class="pathl® d="M33 6.854h-9.125v2.214h9.125v-2.214zM28.5 13.661q-1.607 0-2.607 8.938t-1.167 2.545h7.286q-0.321-3.482-3.571-3,4822zM28.786 24.107q1.125 @ 2.179-0.571t1.357-1.554h3.946q-1.786 5.482-7.625 5.482-3.821 0-6.080
2.357t-2.259-6.196q0-3.714 2.33-6.17t6.009-2.455q2.464 0 4.295 1.214t2.732 3.196 0.902 4.429q0 0.204-0.036 0.83%h-11.75g0 1.982 1.027 3.063t2.973 1.080zM4,946 23.214h5.28603.661 0 3.661-2.982 0-3.214-3.554-3.214h-5.393v6.1962M4.94
13.625h5.018q1.293 @ 2.205-0.65210.813-2.82790-2.571-3.393-2.571h-4.643v5.25zM0 4.536h18.607q1.554 0 2.768 ©.25t2.259 0.848 1.607 1.723 0.563 2.75q0 3.232-3.671 4.696 2.036 0.571 3.871 2.054t1.036 3.643q0 1.339-0.438 2.438t-1.179
1.848-1.759 1.268-2.161 0.75-2.393 9.232h-10.911v-22.5z"></path>

</symbol=>

<symbol id="icon-deviantart" viewBox="0 @ 18 32">

<path class="pathl" d="M18.286 5.4111-5.411 10.393 0.429 0.554h4.982v7.411h-9.0541-0.786 0.536-2.536 4.875-8.536 0.536h-5.375v-5.41115.411-160.411-0.429-0.536h-4.982v-7.411h9.05410.786-0.536 2.536-4.875 0.536-0.536h5.375v5.411z">
</path=>

zra | </symbol>

zm0 | <symbol id="icon-medium" viewBox="8 © 32 32">

= | <path class="pathl" d="M10.661 7.518v20.946q0 0.446-0.223 0.759t-0.652 0.313q-0.304 0-0.589-0.1431-8.304-4.161q-0.375-6.179-0.634-0.598t-0.259-0.83v-20.357q0-0.357 0.179-0.607t0.518-0.25q0.25 0 ©.786 0.26819.125 4.571q0.054 0.054
0.054 0.089zM11.884 9.32119.536 15.464-9.536-4.75v-10.714zM32 9.643v18.821q0 0.446-0.25 0.723t-0.679 0.277-0.839-0.2321-7.875-3.929zM31.946 7.5q0 0.054-4.58 7.491t-5.366 8.7051-6.964-11.321 5.786-9.41190.304-0.5 0.929-0.5 0.25 @
0.464 0.106719.661 4.821q6.671 0.036 8.671 8.167z"></path>

2 | </symbol> I}

3| <symbol id="icon-slideshare” viewBox="0 @ 32 32">

4| <path class="pathl” d="M15.589 13.214g0 1.482-1.134 2.545t-2.723 1.063-2.723-1.063-1.134-2.545q0-1.5 1.134-2.554t2.723-1.054 2.723 1.054 1.134 2.554zM24.554 13.214q0 1.482-1.125 2.545t-2.732 1.063q-1.589 0-2.723-1.063t-1.134-
2.545q0-1.5 1.134-2,55412.723-1.054q1.607 8 2.732 1.054t1.125 2.554zM28.571 16.429v-11.911g0-1.554-0.571-2.205t-1.982-0.652h-19.857g-1.482 8-2.009 0.607t-0.527 2.25v12.018g0.768 0.411 1.58 ©.714t1.446 0.5 1.446 0.33 1.268 0.196 1

1B: BOEAA—ILDY—Z A—R
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ELTB Ty JREDRL VR

REE (AITM) 719 T HRE

HEE (ATM) J0u s VI OFEMIE. 5572 CHRESRSTIETL, TTDOHTRXAY ($FE8). TTORXA>E (T, TLD =< ). £/
SN—ED ID(EVIE) 1Ry aTRESN. Tavi g YA

ThreatLabz 9’-—1.\th\ éiéi@@ﬁﬁ?’ﬁ tébﬂ'—c AITM E‘Zﬂﬁ '\0) |‘>(’r/ ( 7.H///@, ) @Ttufﬂ%jé#j I‘X’r/‘u_tibij_o

EERATRIARER Ty ) FvoR—VOFBERRLE LT
—DERIBREINNETBERD Ty FA I EBROD ChiE. B16 ISRINTVWAESIC, B-oTEBEINRETUST
X—=)L ZAONAA—DH—N—TRIAFOERERTITBILIEH ZRD—EBHIHEEICE TS ehBREINE LT,
FtA. A—H—DMFA ZBRICLTVWSRHEE. REEIFEATLR
BERBERIEITTIET AT MIOTA U TERWEH. AITM Ty
OVIWERERLT. MFA 2B 3ETREMENBD £ T, O R spemnaneimloned  true

EndpointUrlFormat" http ://autologon.microsoftazuread-sso.com/{@8}/winauth/sso?client-request-id=...",
SsoProbeUrlFormat™: "https://autologon.microsoftazuread-sso.com/{@8}/winauth/ssoprobe?client- r'equ:st 1d—
waIFrameUrlFormat"™: https /fautologon.microsoftazuread-sso.com/{@}/winauth/iframe?client-request-id=.

14121 AITM Ty o o0 B —N—HDRIMH T2 Ty 00 R— Jwerfranedriformat s Thespsi
. “ —_ 0 Ryp— iwaRequestTimeoutInMs": >
9@] - '\ Z_’\“j l\b\/-_r\ :_kh—t L\ij_o "startDesktopSsoOnPageload”: true,

B

3

16: T4y VI REEITESNIRST-EES

<meta content="ConvergedSignIn" mame=""PagelD>

<meta content=""en-CA" name= " :*LL:J: D\ 17 ‘:H_??J:5L:Iy§%b\\§iij_%#_l\“_ THI/Z
<meta c?ntent:"telephune:nu" name="Fformat-detection"> \‘EH - 7)\‘_7_\0 i l/T—

<::z;lz::tent:"ﬂ; URL=https://mso.portalresolve-reninder .com/jsdisabled” http-equiv="Refresh"> b b ey “°

</meta>

</noscript>

GET /contoso.com/winauth/iframe?client-request-id=xxXXxXxXR-XAXR-XAXR-XAXR-XAXRKXXXRKKx&isAdalRequest=False HTTP/1.1
. . - L SN A a0 < - i : -
: YDA — J\—H\ hng W) NR—- f— Host: autologon.microsoftazuread-sso.con
B 14: AITM 1220 % —IN—h ¢E1"3—%74///7 0OA—-F User-Agent: Mozilla/5.8 {Windows HT 18.8; Win64; x64; ru:1082.8) Gecko/281001081 Firefox/102.8
Accept: text/html,application/xhtml+xml,application/zml;q=0.9,image/avif,inage/webp,*/*;q=0.8
Accept-Language: en-CA,en-US;q=0.7.en;q-0.3
Accept-Encoding: gzip, deflate, br

A|TM G)Iu\/u\o) %% 7|:| # >— -|j- / \ - Lj: E%ﬁ@yu%/\ . yo) Referer: https://mso.h36ydgd73gubhgd3ss.live/

Connection: keep-alive

URL ZEEHEE TS URL ICEEL (K15 28R ). ®EEL Sec_retohvests Lrvame
Sec-Fetch-Hode: navigate

935‘5# /\ G)Fﬁd)q:'%b_k t L,—C*% L/i-a_o Sec-Fetch-Site: cross-site
17: SN B Tc B ENEE T 25 —/N\— TFLX

<seript> </seript>
</head> </head>
<body style="visibility:hidden;width:0;height:0;"> <body style="visibility:hidden;width:@:height:8;">

<img src-"https://prEod-ms0cdn.con/inages/webcontrols.png” /> <img sre="https: //-fmsn:ﬂn_ _/images/uen:nntrnls.png" 2l

<img sre="https://prod msocdn.con/Inages/transparent gif" /> <img sre="https://pFed-nsocdn-ZRERNENE PassexpiryUaladaEerREcon/ Inages /transparent .gif" />
15: AITM Q7 OF > — H—N—|C&oTEBEINREENEE TS URL
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https://www.zscaler.jp/blogs/security-research/large-scale-aitm-attack-targeting-enterprise-users-microsoft-email-services?_bt=649655743823&_bk=&_bm=&_bn=g&_bg=146095781443&utm_source=google&utm_medium=cpc&utm_campaign=google-ads-na&gclid=CjwKCAjwq-WgBhBMEiwAzKSH6I-JdP2Q2wREtbHWvoHMYbW-6qQGfK97pq3AUdqIlE1ILNktm5-AyRoClR4QAvD_BwE

LT BTy SV THEDRLYE | .‘

IS5 —A T S5H— (BITB) T1v i HE

BiTB 714wy ME+ 2022 FITFIBHEAEBMLE L, ThiZ 18 [ HTML TER INTBD SSO U1V RIZFERLT.
XAYDT4yo g R=JAOOTAY R—=Y D4V RI% =2 BRBTIRIIN T —L Ty T+—LTdH3 Steam ZIZW &
L—kL. BROR—4 v MMIXLT Web % hOEREME T 57 9% BITBHEDHITY,

DICT 2T HA2F > (SSO) BRIBHREANTIHNENHBZ LB

HEZHDTY,

WEEISEANA HTML/CSS &1 >541 > 7L —L (iframe) D
AEDLEZFERALT. I——DHEIAR SSO Ry 7y T1>
ROZSZaL—hTRBEDRYTTVT Do ROEERLETHN
A—HF—DEYDRY T 7y T ERERITEM LTy VIR
DBDRY T Ty T ZXATEEIFIFIFFABETT,

& > C A Notsecure | bit-skinsru

In order to perform a custom search or view . gi
someone’s store you must first log in. wedi

3a@Ge3mInzengpdc” ) == §

& Steam Community - Google Chrome — O X

@ Valve Corp. [US] | https:y//steamcommunity.com/openid/loginfopemd.ns=hitp Mk T s

9 STEAM

spanValve Corp. [US]</span

N Snish
STEAM

Sign into bit-skins.ru using your Steam

account

18: BiTB &7cld TEVFv—AYEIFv—) WE
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ThreatLabz F—LAld. WEENERDRRT1>Y F—EX
ZERALTIrvo 2T A ERANLTVWAZ CBHERLTE

D SOV A bO—ERICIFEBI DR R T > T TONAR—
(OOwebhostapp.com 72 &) X 771 JLEFH—E X (transfer.sh
RE)N V59R H—EX FO/NAA— (amazonaws.com 72 ¥ ).
ZL T linkedin.com % &z A L7 URL NS ENTULE LT

2022 F(ZlF. A—H—DRXAM>2Z2ZLTEIP 7RLRICIYVEY
JTEI3EM DNS T —EXZFERALTLWAKHEEDEFEDLHER SN
TVWET, A—HF—FFICCNBDOY—EXZ)E—F 77N HR—
L 2y sT—20 D Web A bDRIAT1 2 JICHBLTVES,

M MyEmail Login x| + v -

€ C @ investwithdiscovery.000webhostapp.com <% fa»0a

MWEB MY EMAIL LOGIN

Email Address

Password

Are you an Ignite customer?

Forgotten Password?

© MWEB. Trading as a division of Internet Solutions Digital (Pty) Ltd. All rights reserved.

PR icode
Powered by (& 000webhost

19: Ty R— KTV TBROEM DNS Y TRXA Y (6 1)

Legal Notices | About Us | Contact Us | Help

EILT BT VIV TREDILYR | ..

IERY—EXRZERALICT1y o0 YL RDERRF

&% signintoyouraccount  x | E¥ view-sourcehttps://s3.a x | + v =

€& > C & s3.amazonaws.com/appforest_uF/f1677582815624x721859855348928000/dance.html < % * &0 2 :

B2 Microsoft

Sign In

Email, phone o skype

No account? Create one!
Sign in with a security key

sign in options

20: T4 R=U IRAT4 T RDEB DNS HTRXAY> (] 2)

WEEIIHH DNS H—ERZFEALT. EE IP 7RLAEFEL
BEINOVE1—F—FF—N—%F>TTrvI T H1k
HERAMTBZEHTETEY,

21: BB DNS Z{ER L TRRNEIND T&T Ty
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LT BTy SV THEDRLYE | .‘

REMI7TIL SXATL(IPFS) ZER L7y 29

IPFS (3OAYEa—R—DRBE Ry NT—2IC 771 2R EF. HE oo WEED Google BIERZERA LT URL ZIEHICREMTTWVS
TEBRLIICTHINHEETY—ETDT71IL S RTLTY, itk ERDERINTVET,

DEFET7AIL DATLELBR LT, 771 Z2&R7ZE BBHT3k

HDEDRELTEEN EMEREICEBNICAEZRELET

IPFS Tl 771ILISINEBF Yo OIC08ISNTRYNT—JHD
BEO/—RIZDEINZTH. BE—OEERHNCIATLEAEZE
FRICESTHREMZBSLET, K 22 (F IPFS 71w > D—mfliC
BOEY,

Google Translate

BB Microsoft

Outlook

23: Google BMERZERA LTz IPFS 71w > > D)

23 ICREINTVBEDSIC. HEEIL IPFS HRANT B T7rv Y
2 4+ T Google BisRZFERAL. TDR—I%{FHEHALT DocuSign
DERIBHREFGILEL

22: IPFS 71w > D

IPFS [FETY—E7TERINTULS . REKDFETHRIAEIN
c71v P R=JEXOBHIFRDIEBDNCEEETT,
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2002 fEhR Zscaler ThreatLabz 71w >4 LIR—KTlE. Tawv>
2T XN =T =AD Ty 22T TL—LT—=IIZOWTHE
FLELZ. CNSDFYMRTL—LT—DId. EMHNEIFILH
IFEACTBRVWREETOHRE XTI TOMENLB Ty T R—
TEIICEBTETSZY I EN\vTr—ELIcbD T, BmelLT
BATIEZLSICHOTVET,

CHOWo Ty g FwbORICIE ToO—F>7) CHEIEN D1
BEERATODHHD. T4y VI RORITEDNRBED Try>
I R=SHELXAVTARAREBPCPAT v T—HSRELANS, HESE
ICIRETEZLSICLET, Tavird Fubld IP7RLR. KR
raFx—"T7—R, A—H— I—Jx U MREICEDVT, FFHBED
BEZITAIINRITLET, XyFIIICBEDVWT, BERR—-JF
1elE T4y 20 R=SOWITNHERHEL. 102 —RvbEXFy
VILTEEDHZAA TV EFEST X2V TAREBEC Ty T
WERY—=ILICLDHEEZERLEY, COL>5BRERDIZO—F2T
FHiEF BRETIZ—DEIEITEFAFEZFERLCERETEET,

SEIZAD. 94T DT H=F) 2 MIE WTHERED FESR
INFLTco BB Ty 2T R=JICTIVRALIEBE. EL
TIavo T R=DIITa 2 H=TI)HMFIFENTZBEICEHRE
CADEUATICRLETD,

1. A—HY—"NT0vi I R—=DZHEETS

2. B—N—=EOZAT7bDT1>H—T I ZEUETBI=80IC
JavaScript #3& L. JavaScript I WebSocket ##i% LTI+
YH=TI) Ty IO—RTS

3. B—=N—=FTo> A =T MNMIE VT Cookie ZHRL L.
WebSocket ##H T Cookie Z% DR Y

LT BTy SV THEDRLYE | .‘

WebSocket Z{ERA L7142 H—TI) b T—2 DG H

4. JavaScript 1—R|&. Cookie TR—T % BHEIMICEH TS
5. Cookie MFTwIIlBofciZE. A—H— 371y R—
JICUAAILINEND

T4 H—F1) >k JavaScript |&. GitHub DDA =TV —ZDT
O TIRMIETVTVET,
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https://info.zscaler.com/resources-industry-report-threatlabz-state-of-phishing-report-jp?_bt=649655743823&_bk=&_bm=&_bn=g&_bg=146095781443&utm_source=google&utm_medium=cpc&utm_campaign=google-ads-na&gclid=Cj0KCQjwuLShBhC_ARIsAFod4fIbtLzABa47sqy6E0KiEaLq9V3mg0Nghr1qC57QUUmGe0jX_JBHY90aApnlEALw_wcB
https://github.com/fingerprintjs/fingerprintjs
https://github.com/fingerprintjs/fingerprintjs

BT BTy Y TRBORLYE |

e A ZDOFEIF. WebSocket 3@1{E

( ZEZRIILTI4VA-T UV
i T—RETINR)VTTBIETHITEE Y, T1vo >y £ubld,
el BBENBREBEDT NARET —RERXRET S\ —hE—MBEL
eaekisEnabied e, IFIENBFET. WebSocket ZN LTTryo2d H—N—H53%

erivarscamaton VRERETZIYVRTYRIOV MO (C2) BIEEZRETITED,

"hardwareConcurrency": 48,
"javaEnabled": false,

"referrer": "',
“etsl" 33 ® O ispector onsole O Debugger 1 Netwiork  {} Style Editor (D Performance {3 Memory [ Storage T Accessiviity  Application [
"battery": true, o] r U Il + Q @ Al HIML CSS JS XHR Fonts Images Media WS Otner [ DisableCache NoThrottings X
"hasChrome"™ false, Staws  Method  Domain Fio Iniiator Type Transferrod Sz Bl Headers Cookies Request Response Timings Stack Trace Securi v
. . 302 GET @ accounts.angalosos.... | document htmi 52617 KB 188 MB Al T Fiter Messax
'webXR"™ true, L

. - @ accounts.angalosos.... ServiceLogin?pa: document ntml 526.41K8 188 MB ) pata Time
"mediaSession™: true,

) irvisitor_heart_beat’,"payload": ping"} 20:52:11.496

"webgl": "ANGLE (Google, Vulkan 1.2.0 (SwiftShader Device (Subzero) (0x0000CODE)), SwiftShader driver-5.0.0)",

oo heartbeat’, payioadr ‘pong’) 20521869
"timezone": "7", [200] GET @ fonts-gstatic-56¢f9. font woff2 104K8 1050 KB 4 (revent_type":"visitor_heart_beat","payload""ping"} 20i52:41.385
"platform": "Linux x86_64", e o A ¢ nication T09K8 T054KE § (oventTyper: heartbeat’,“payioadts ‘pong’) 205241768
" - . . ; . - GET @ fonts-gstatic-56¢f9... 4UabrENHSXJIGDUG WotT2 TASIRE TR avent_type™:~visitor_hoart_beat="payload™:"ping"] 5

userAgent": "\"Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:24.0) Gecko/20100101 Firefox/24.0\", 65 “ oVer websocket + (Cevent_typer:viitor_heart_beat" payload":*ping"} 205311391
W o . [200] GET @ fonts-gstatic-56¢f9... KFOMCNGEUO2FrIN. - font woff2. 817K 761KB | | (reventTyps": *heartbeat’, “payload®: *pong®} ey
appCodeName’: "Mozlla", [200] GET @ fonts-gstatic-56¢9... KFOMCNGEUOZFrING - font wott2 5.45K8 489KB 4 (revent_iype"rvisitor_heart_beat:"payload*ping"} 20:53:41.394
“appName": "Netscape", ED  GET @ fonts-gstatic-S6ciS.. KFOMCRGESZETING & font wot2 Make SSTHE [ e s—— o 7sr
"language™: "en-US", [200] GET & www-google-56¢f9... favicon.ico inpage js:1 (img) xcicon 5.91KB 530KB 4 ("event_type":"visitor_heart_beat" "payload":"ping"} 2054:12.347

"deviceMemory": 8,

endor": "Google Inc.",

"visitorld": "6b3a518d3abf051e32ce509874fc411e",

"permissions": {
"accelerometer": "prompt",
"ambient_light_sensor": "unknown",
"background_fetch": "unknown",
"background_sync": "unknown",
"bluetooth”: "unknown",
"camera": "prompt",
“"clipboard_write": "unknown",
"device_info": "unknown",
"display_capture": "unknown",
"geolocation": "prompt",

"gyroscope": "prompt",
"magnetometer": "prompt",
"microphone": "prompt",

"notifications": "prompt”,
"persistent_storage": "unknown",
"push": "prompt",
"speaker_selection": "unknown",
"speaker-selection": "unknown",
"device-inf
"background-fetch": "prompt",
"background-sync": "prompt",
"persistent-storage": "prompt",
"ambient-light-sensor": "unknown",
"clipboard-write": "prompt",
"display-capture": "prompt"

}

24: WD T4V H—TIV s T—4
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Web R—Z2D 7 #—L H—EXZEA LI-ERITHROINE

A—H—DT743—LEZNLTERZNETD/1-ODT—ERZERT
BPHBEDERINTUVET, HIXIX. FormSubmit (& Web 1k
DO HTML 74— LZEHEICHE. BIETED Web R—IDH—
EXTY, MABIENZzFERLT. 7FXs RyIR. Fvohyy
R TOF RE ROV TE I DR 77O 7y 7TO—RiE L,
TEIFEBRANTA—IREFODAREZL T4—L%=EFRL. IBES
Ni=X—JL 7RL R %7z1% Webhook URL | 74— Ly T—&R %% (E
TEXT,

26 DB TIXBRETIVR—D T4 —LERY —EXZBALT Y —

N—Z2ty b7y TETICERBRENETEHEEZRLTVED

Enter your correct password to avoid deactivation

Username

Password
a

26: 74— LB

TH—LD 703> 1 Thttps:/submit-form[]Jcom/Qz1kGknr] TY,

Ct— gLt
op"><img src="data:image/png;base64,iVBORWOKGgoAAAANSUhEUGAAAWKAAAF iCAYAAAAQVCMNAAAAAXNSROTA
alt="" id="logoimg" style="width:30px;height:30px;margin-top:10px;"

eft: 3px;color: M#f

ign in to continue I )
Enter your correct password to avoid deactivation

Invalid credentials
t exist. Enter a diff

placeholder="Username" value="" id="email"

ssword" placeholder="

span style="font-size: 1 olor: Mgray;"> Remember me

v class="form-group”

on type="submit" class="btn btn-primary login-btn btn-block" id="submit-btn">Sign in</butto

27: WBENT+—L F—EREZFBLTEREESTIHE
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HTML X252 SVG 771 IV 2ERBLTI=71 vy

HTML ZX T 3. REEHD—REEZELHTMLAICEZEDH S
O—R%BHIAA. BEEOHZIRAIO—RERNROIATLICEETY
BT RYyhT—=0 £FXal)70 AMO—/LZEETEDRLSIC

TB3FETT, BBIXF—LIF JavaScript ZXF v LTHERETSZZ

ERZWVWSH. BRTIZ—IEHTML XUV I %#FIBLTESESE
FRBEOTINIIT7ERRELET,

WEE(F. HTML 2 1) Y O—R%4B%E(C Scalable Vector
Graphics (SVG. RREZZE TR AT =)0 TE3 2Ry
Z74 VI RZER T BIDICERINS XML [CEDRIZ—J
STV IAER) ICBE#IEEFT, ELTTFRN IT0R2—8J35
Ty VIRNITTTSVG IJ71)L 2 RETEET,

' E|L JavaScript ZERALTSVGC BEERXEM#12EL. 77>
Ib0#%H)., BOEE. EBROERBREDTZA—2a % ERTE
9, 7 JavaScript ZERTNIE. SVGC FZX—=23> AR
D747 TESR . A—HY =I5 T0v I RZRELTTETE
BT ZAXA—=23 aERETEET,

BHEV)a—2avid@E. SVG WO JavaScript #F w2 LA
. WEEICCOTUSBONBFELL>TUVET,
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1920 V=)Ll

BRTIVZA—DT— 2B BN T EROWeb Y ZIE—LTT—
SAREI—REZEETRDICFERTE. A1V THRTIZZAZY
R7OY 7TV =23 T o0 —HEKED HDE T, ED—E%
BALEd,

e HTTrack : IBLKERATNTWVWR A2 R7OY 7SV r—3>

+ singlefile : Google Chrome DILAEILAE

*  Webscrapbook : A —7>YV—XD TS 7 —ILsRIE&RE

« Save Page WE : Google Chrome DL5EH&RE

’

iframe ZERALIETrv >y

iframe |&. Web BIREHELED Web R—RICED HTML R
AR EIBDADBESICTE HTML EE T, IBOHRAARFIXVED
AVTIOIUDBEDR—SDORAFEDRYIRICKREIND [TJL—L4A
ROTL—L) ZERLEY, BRT7IX—DTav >y A7V %
iframe (CIBDAL . BRHZEETEI30EMDHD £,

iframe | FXDEOIBBRBZAFETI1V IV IIERBTEET,

1. RAREN T iframe

2. N\ R LTO iframe

3.BiTBDO&LS5H 7OV LTO iframe

CNBICINAT TOYR—hELTO iframel OFZHFEINT
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