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Introduction

The NIST 800-53 Framework catalogs security
and data privacy controls that are applicable to all
information systems of an organization, including
public cloud infrastructures. Zscaler for Workloads
helps customers accelerate NIST 800-53 compliance
in a frictionless and cloud—-native approach. The
solution ensures consistent application of security
and governance across multicloud environments.
This also includes supporting disparate cloud
operational processes such as cloud automation
and developer operations.
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Zscaler for Workloads

The goal of this document is to map the capabilities of Zscaler for Workloads to the NIST control
categories. Zscaler for Workloads provides comprehensive protection for your public cloud infrastructure
and applications, unifying both build and runtime security for cloud native and virtual machine (VM)-based
applications. Zscaler for Workloads includes two major platform capabilities. Zscaler Posture Control is

a cloud native application protection platform (CNAPP) that provides prioritized, risk—based visibility and
remediation for multicloud environments. Zscaler VWorkload Commmunications is built on the Zscaler Zero

Trust Exchange platform and provides secure internet access and zero trust connectivity between
cloud applications.

Zscaler for Workloads Solution Architecture

Investigate & Data

Cloud Visibility, Compliance & Risk Reduction Secure Cloud Workload

Respond To Threats | Protection

Threat Threat
Hunting Intel
Cloud Posture Cloud Identity laC + DevOps Vulnerability Identify & ZT User-App ZT App-App Workload
& CMDB & Entitlement Integration Management Protect Data Access Access Internet Access

Exposure Detection

Zscaler CNAPP Cloud DLP] Zscaler ZT Workload Communications

< ok o ©)

Efficiency via native guardrails Enforce immutability by Agentless deployment for Zero Trust architecture Zero Trust Exchange leveraged
in Dev & DevOps tools eliminating configuration drift 100% workload coverage eliminates attack surface by 6000+ customers

Build Secure Run Secure

Figure 1: Zscaler for Workloads Solution architecture
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NIST 800-53 Control Categories

The NIST Framework categorizes the security controls into 20 categories. For the purpose of brevity, we
exclude the sub-controls and look at the combined outcome of each main category. The following groups
from this category directly impact cloud infrastructure and its associated technical security controls:

Table 1: Mapping of NIST 800-53 Control Categories and Zscaler Workload Protection platform

ID Family Zscaler Solution Capability

AC Access control Posture Control, Workload Communications

AU Audit and accountability Posture Control

CA Assessment, authorization, and monitoring Posture Control

1A Identification and authentication Posture Control

CM Configuration management Posture Control

IR Incident response Posture Control

PT PIl processing and transparency Cloud DLP, Posture Control, Workload Communications
RA Risk assessment Posture Control

SC System and communications protection Workload Communications,

Posture Control
Sl System and information integrity Posture Control

SR Supply chain risk management Posture Control

Control Categories and Supported Solution Capabilities

Access Control

The access control (AC) category deals with ensuring that effective security guardrails are applied to
protect against unauthorized access to information systems. In the context of the cloud, this boils down
to effective access control through authentication and authorization, encryption of data at rest and in use,
and application of network access control policies. The AC category also enforces effective management
of cloud identities, such as removal or deactivation of unused accounts.

© 2022 Zscaler, Inc. All rights reserved. White Paper



Cloud service providers offer multiple ways of applying AC to secure data in cloud-based workloads
and services. However, as part of the shared responsibility model, it is the user’s responsibility to assess
the architecture of the necessary cloud service and apply the required access control configuration.

The complexity and diversity of the services—combined with the multitude of security configuration
options for each cloud service spread across multiple service providers—represent a daunting task for
organizations that must gain enough risk and asset context to apply effective access control policies

at scale.

Posture Control analyzes the cloud configuration metadata and identifies misconfigurations related to
network access policies and storage access policies, as well as identity and access management policies

for the various cloud services.

Policy ID % ControlNo ¢  Policy Name % Cloud Type %  Category %  Severity Passed Assets Status  * i}
ZS-AZURE-00071 AC-2 Ensure that 'Public access level' is set to Private...  #\ Predefined Access Control ® High 9/M  ©Failed
ZS-GCP-00062 AC-2 Ensure API keys are not created for a project S Predefined Access Control Low 0/0 Manual
ZS-AWS-00024 AC-2 Ensure that S3 Buckets are configured with ‘Blo... 2% Predefined Access Control ® Medium 49/54 © Failed
ZS-AWS-00085 AC-2 Ensure credentials unused for 45 days or greate... ~ 2* Predefined Access Control ® High 0/0 NoResour...
ZS-GCP-00068 AC-2 Ensure that there are only GCP-managed servic... o Predefined Access Control ® Medium 0/0 NoResour.
ZS-GCP-00063 AC-2 Ensure API keys are restricted to use by only sp... 2 Predefined Access Control ® Medium 0/0 Manual
ZS-GCP-00071 AC-2 Ensure user-managed/external keys for service ... o Predefined Access Control ® Medium 0/0 NoResour...
ZS-AZURE-00009 AC-2 Ensure FTP deployments are disabled for Web a... A Predefined Access Control ® High 0/0 NoResour...
ZS-AZURE-00034 AC-2 Ensure that Register with Azure Active Directory... A& Predefined Access Control ® High 0/0 No Resour...
ZS-AZURE-00006 AC-2 Ensure FTP deployments are disabled for APl app A Predefined Access Control ® High 0/0 NoResour...
ZS-AZURE-00007 AC-2 Ensure FTP deployments are disabled for Functi.. A\ Predefined Access Control e High 0/0 NoResour...
ZS-AWS-00084 AC-2 Ensure there is only one active access key availa...  2** Predefined Access Control ® High 0/0 NoResour...
ZS-GCP-00067 AC-2 Ensure that Security Key Enforcement is enable... ) Predefined Access Control ©® Medium 0/0 Manual
ZS-AWS-00090 AC-2 Ensure IAM users are managed centrally via ide... ) Predefined Access Control ® High 0/0 Manual

Figure 1: Example set of access control policies
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Posture Control also detects unused cloud identities and surfaces risks associated with it. For example, it
pinpoints unused application programming interface (API) keys that are associated with an identity and
access management (IAM) user.

Security Exposure Alerts

aan ==
& 56 A 10 o fom 11 8 29 in o & 60
External Exposure Permission Misconfiguration Privilege Escalation Dormant icatic it i i Stale Data & Assets Service Misconfiguration

Dormant Accounts Trend Show All Alerts Top Dormant Accounts Policies

12 A Unused Access keys for Privileged IAM User

9 A 10 Unused access keys for IAM user

6

Workload Communications provides zero trust access control of application traffic for cross—cloud

workloads or workload—-to-internet communications, extending the same advanced threat and data
protection capabilities that are provided by Zscaler Internet Access to the cloud workloads.

Audit and Accountability

Audit and accountability (AU) is critical to ensure the integrity of an information system. The goal of this
control category is to ensure organizations have the correct capability to validate if and when something
has changed and who and what has made this change.

The cloud represents a dynamic IT environment where new workloads and services are continuously
built, modified, and destroyed. In such a highly active and mission-critical environment, keeping track of
both authorized and unauthorized changes is extremely important for security governance, as well as for
forensics and incident response.

Posture Control continuously tracks asset changes and maps out a timeline of events related to individual
assets, while also mapping to an interrelated chain of events.

© 2022 Zscaler, Inc. All rights reserved. White Paper


https://www.zscaler.com/products/zscaler-workload-communications?utm_source=google&utm_medium=cpc&utm_campaign=dynamic-search-na&gclid=Cj0KCQjwkOqZBhDNARIsAACsbfKIGfEY3BpRcoBrsJ_T1x_MRNddYHCMM15bMiNSv763FDrqhbQH1Z4aAhjbEALw_wcB
https://www.zscaler.com/products/zscaler-internet-access

[ i-0991fc7386e0ee0d4 ***

Properties Graph View Timeline Policies
ts v Regions v | [+
~ September 2022
@®  September 07
EC2(1)
v 01:00:00 01/01/1970 Data Collected
Asset Name s A
Action: Metadata Collection
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Diff: Expand 74 lines ..
"Description
"Groups": [
{

Alerts Tags Vulnerabilities

"Groupld": "sg- 052fb6cdf73a0605a ",

"Groupld": "sg- 097fc686c2659ec095 ",

"GroupName": " Arnab - External Access"

"GroupName": " Jenkins Access"

1

"InterfaceType": "interface",

“InvaPrefixes": null

Figure 2: Audit of asset changes
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Additionally, Posture Control provides context around change, potential impact, and any exploitation

attempts related to that occurrence.

@ Inbound traffic from known malicious IP
Alert ID: A-1-1002 Risk Level @ Critical

Properties Graph View Timedine Remediation
'Y
i |- 2 -] o
b 56 S a5
Internet IGW-1ff7a07b VPC Security Group
248.233.135.223
Malicious IP
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Figure 3: Correlated change and impact analysis
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Assessment, Authorization and Monitoring, Identification and Authentication

In this section, we combined two control categories, assessment, authorization, and monitoring (CA)

and identification and authentication (I1A), as they all pivot around the identification of access attempits,
authentication, and subsequent authorization. This control group is responsible for the application of least
privileged access, as well as ensuring effective monitoring of the authentication and authorization process.

Cloud environments require a continuous assessment to deliver security assurance and governance. In
addition to monitoring cloud assets, continuous assessment should also include evaluation and monitoring
of cloud identities and their related entitlements. This ensures strict governance over who and what has
access to specific cloud services and how the authorization model is enforcing least—privileged access.
Identity and access management are one of the foundational elements that provide this capability. Most
online services rely on this critical capability to secure API interactions between cloud administrators and
services, as well as to secure workload-to-remote service interactions. In addition to securing human
identities, the cloud also requires security for machine identities (examples: service principals, IAM
instance profiles).

To deliver these requirements, Posture Control provides two core capabilities:

1. Continuous discovery of cloud assets, a centralized asset inventory, and mapping of the
discovered assets to that of the associated identities, along with their effective permissions
on other cloud resources.

2. Continuous assessment of asset posture against hundreds of predefined security governance policies.

Cloud Assets Select filters Y Hide Fil|
Business Units ~ Clouds ~ Accounts ~ Regions ~ @ Owner = Arnab X +  Res
Asset Categories v Collapse Al Asset Types v Q Ssearch
v Compute (3 Asset Types)
VirtualMachines EC2 CloudFormationStack
A 1 Total Asset aws 2 Total Assets aws 2 Total Assets
~ Networking (7 Asset Types)
ApplicationGateway VirtualNetworks face: i p vPC RouteTable
A 1 Total Asset A 1 Total Asset A 2 Total Assets A 1 Total Asset aWs 1 Total Asset aWs 3 Total Assets

publiciPaddresses
A 2 Total Assets

~ Resources (1 Asset Type)

ResourceGroups
A 2 Total Assets

 Security (1 Asset Type)

SecurityGroup
%2 2 Total Assets

v Storage (2 Asset Types)
s3 StorageAccounts

s 1 Total Asset A 1Total Asset

Figure 4: Multicloud asset inventory
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The solution also automatically categorizes privilege drift over a period of time, where the effective

permission of identity might give it service-level administrator privileges, bypassing the original scope

of the identity and access management role.

L1 Non-Human Identities

42 Human Identities

EXTERNAL LOCAL FEDERATED EXTERNAL LOCAL FEDERATED
Power 67 Power Power 2 Power 31 Power Power
Inactive Inactive Inactive Inactive Inactive Inactive

Top Power Categories

£

69 69 54 45 35 6
Infrastructure Admin Secret Admin Compute Admin 1AM Admin Storage Admin CICD Admin
5 = = = = 2
Data Admin Al Admin Application Admin Cost Admin Log Admin Security Admin

Roles by Number of Identities
29 Owner

29 gecretsManagerReadWrite
25 AdministratorAccess

24 Network Contributor

2

‘AmazonEC2ContainerRegistryReadOnly

Accounts by Number of Identities
a3

56

40 zcp Sales Specialist - Lab

34 ZCP CS Cloud Connector

18 ZCP CS CSPM/CIEM/CloudConnector Sandbox

Figure 5: Multicloud visibility over cloud-user and machine identities permissions and IAM privilege drift

Posture Control also monitors for possibilities of lateral movement through cross—-account/external identities
(example: guest users in the Microsoft Azure Active Directory) by highlighting entitlements associated with

Identities by Number of Resources
1654 pkulkarni
1,654 qa-user
1,654 zcspm-deployment-user
1,649 arn:aws:iam::539156012065:r00t

1,649 amn:aws:iam::935530006243:root

non-organizational identities and making them highly visible through simplified dashboards.

Figure 6: Continuous visibility into human and machine identities and asset relationship

/A 3 Assets O Linux-App
Properties Graph View Timeline Policies Alerts Tags
Q search
Sort: A-Z v
ort P
Web-App-StorageAcc 9) L)
Web-App-Blob-Role e .
= 1 Associated Resources
a [
29 Roles
L 3
26 Identities

®)

4 Permission Sets

@

1 Subscription

2 Asset Types

3 Assets

&
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In the above example, the Posture Control asset graph continuously assesses and maps the relationship
between the machine identity of the workload and its ability to have authorized access to other assets such
as a storage account in Microsoft Azure. Similarly, the solution has advanced capabilities to continuously
assess and detect the multilayer attack paths that have the potential to subvert role-based access control
(RBAC) and monitor identity-related suspicious activities. An example would be the creation of new access
keys for existing identities that might open additional paths to breaches via misconfigured or malicious
modification of cloud identities.

Security Event & Attack Vector Alerts

- 5
& ° a 13 01 i © 3 Q@1
Account Takeover Ransomware Crypto Mining Reconnaissance & Evasion Multi-layer Attack Paths Suspicious Activity

Multi-layer Attack Paths Alerts Trend Show All Alerts Top Multi-layer Attack Paths Policies

4 A3 Identities without MFA can elevate itself using osLogin permission

3 /
20

1

0
9/23 9/24 9/25 9/26 9/27 9/28 9/29

Figure 7: Ability to classify multiple paths to potential identity misuse

Configuration Management

Effective configuration management (CM) is critical to ensure consistency in security controls and
verification that the system remains secure throughout its lifecycle of changes.

In the context of the cloud, this creates an effective conflict of interest because, by nature, the cloud
was born to be agile and developer-oriented so applications can be built, deployed, and delivered faster.
However, this scale is achieved through high levels of automation and continuous updates, along with
changes through the adoption of DevOps.

Enforcing cloud security policies that ensure immutability can stop policy drift. This critical capability
is required for effective cloud security governance and to provide security oversight for cloud
configuration changes.

© 2022 Zscaler, Inc. All rights reserved. White Paper
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Posture Control has multiple ways of providing insights into security policy drift with respect to changes
in cloud configuration. First, the platform continuously tracks changes to cloud resources. Second, it
enforces safety governance by integrating security policies directly into the DevOps lifecycle. This has

a multipronged effect. It ensures the defined cloud security guardrails are consistently applied over the
lifecycle of the application, and it drastically reduces the overhead of having to fix configuration drift or
misconfigurations in production that was introduced due to application changes.

Stop the builds from
progressing by stopping

Scan Code Repositories the build with vulnerable

for Security cloud infrastructure code

Misconfigurations for through integration with
cloud infrastructure code Cl/CD Tools

m

Warn developers from
writing vulnerable cloud
infrastructure code with

IDE Integration

Discover configuration
of assets, highlight drift
and alert on security
misconfigurations

Posture Control makes it easy to integrate with the developer’s native tools such as integrated development
environments (IDE) and continuous integration/continuous delivery (Cl/CD) tools. Examples are VsCode for
IDE, GitHub, and Bitbucket for source code and Jenkins/Azure DevOps for Cl/CD tools.

© 2022 Zscaler, Inc. All rights reserved. White Paper
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EXPLORER ¥ main.tf

- cIcD "V main "project-iac-sg" (name)

> Vs Reference Name

.gitattributes . . .
Ensure that Security Groups does not have unrestricted public access (

.gitignore

$ buildapp.sh Ensure that Security Groups does not have unrestricted HTTP access (MEDIUM) (

JenkinsFile No quick fixes available
f LICENSE g curity g projecthiac-sg" {

¥ main.tf
name = lookup( .awsprops, 'secgroupname"

description = lookup( .awsprops, "
vpc_id = lookup(var.awsprops, "vpc")

N i
\* variables.tf groupname")

from_port

protocol = "tcp

to_port = 80

cidr_blocks = ["¢.0.0.0/0"

[
from_port = 0

to_port 0

protocol =

cidr_blocks = ["@.0.0.0/0"

create_before_destroy = true

L
PROBLEMS 4 OUTPUT DEBUG CONSOLE TERMINAL

S ETR G
Ensure that Security Groups does not have unrestricted public access (HIGH) [Ln 7, Col 1]
Ensure that Security Groups does not have unrestricted HTTP access (MEDIUM) [Ln 7, Col 1]
Ensure that lifecycle configuration is applied to S3 buckets (LOW) [Ln 95, Col 1]
Ensure that S3 buckets have access logging enabled (LOW) [Ln 95, Col 1]

Figure 8: Integration with developer IDE

Dashboard TF CICD Demo #31 Zscaler laC scan results
N Back to Project .
Q status
~ Changes 30
Console Output
"~ Edit Build Information
@I Delete build ‘431’ @ Failed ) Skipped ® Passed @ Critical @ High Medium Low
4@ Git Build Data
All Results Failed (4) Skipped (1) Passed (25)
"3] Zscaler 1aC scan results —_—
@ Restart from Stage Failed (4)
Policy Name 2 Policy Id 2 Scan Status S Severity
Replay
Ensure that Security Groups does not X % < :
£33 Pipeline Steps ¥ have unrestricted public access Z5-AWS-00064 Failed ® High
Ensure that lifecycle configuration is o ¥
3 Workspaces | e ZS-AWS-00034 Failed Low
Previ Build i
& Previous Bui U Ensure that Security Groups does not 2S-AWS-00044 Failed Medium
have unrestricted HTTP access
—  Next Build

.  Ensure that 3 buckets have access ZS-AWS-00018 Failed Low
logging enabled

Figure 9: Using Jenkins integration to prevent security baseline configuration drift
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Incident Response

Incident response (IR) is a critical control category and a core function of any security practice. An effective
incident response capability that manages the risks of an enterprise attack surface and detects as well as
responds to threats quickly is core to every organization’s cyber resilience.

Incident response remains a critical function of a cloud security/SecOps team, as cloud incidents generally
have a higher potential for business impact due to extensive levels of exposure. However, incident
responders may lack cloud architecture, asset context, and exposure information that would help them
build an effective investigation for their cloud environments. There is also a problem with multiple security
tools generating alerts that are isolated from each other, which results in alert fatigue.

Zscaler Posture Control helps cloud IR teams with the following capabilities:

1. Alert prioritization: Any alerts that are generated on an asset are cross—correlated for threat context
and potential impact. Threats are categorized based on policies that are mapped to the MITRE
ATT&CK® Framework.

Security Event & Attack Vector Alerts

o © 6 22 0 ° ii © X 2 ®n

Account Takeover Ransomware Crypto Mining Reconnaissance & Evasion Multi-layer Attack Paths Suspicious Activity

Al Policies Q Search
Alert ID ¢  AlertStatus ¢ Resource Name <  Alert Focus ¢ Alert Description ¢  Created Date ¢  Updated Date s MITRE ATT&CK Threat Category
ZS-CLOUD-42997 Open Linux-App Asset Alert to detect asse...  Sept 29, 2022 02:3... - A T1048: Exfiltration Over Alternative ... Multi-layer Attack P...
ZS-CLOUD-42996 Open VM-NVXSIIQU Asset Alert to detect asse... ~ Sept 29, 2022 02:3... - A T1048: Exfiltration Over Alternative ... Multi-layer Attack P...

2. Incident timelines: Most security incidents are a chain of events that ultimately lead to a vulnerability
being exploited and an organization being impacted. The first task in an IR scenario is to establish the
attack timeline. Posture Control combines configuration change timelines with exposure, vulnerability,
and threat intelligence information to provide a comprehensive view of the attack timeline, drastically
reducing the mean time to respond (MTTR).

© 2022 Zscaler, Inc. All rights reserved. White Paper
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Alert ID: A=1-1002 Risk Level: ® Critical

Propertias Graph View Timedine Remediation
& A
& o] B BE -
Internet IGW-1H7a07b VPRC Security Group 7 Associated Resources
- Y
/‘@
. i=12575dfwev-12643
dal - EG2
taTmal - o
248.233.135.223 b 2 Vulnerabilities
Malicious IP
1Role
ok s
-
248.233135.222 ;
Malicious 1P John Shuth
r N
4:00 a:0 4:02 4:03 4:04 406 4:07
External port-scanning
oy ° " ” detected Connections from
Jahn Smith e
12575 1t wev- Security Group policy Scanner identified 4:04:30  1901/22 malicious IP detected
i i i i i 40600  19N/22
2482913522 John Smith modified security violation triggered high risk vulnerability ¥
24823313522 OTOUP Ingress rules 40146 1901/22 40328 190122 ¥
4:00:01  101/22
Ny ® Network Confiyuwmn: = suurmun sy = conmsneient Access @ Vulnerabilities @ Associated Resources J

Figure 10: Incident timeline

3. Custom cloud investigations: A key part of the incident triage process is to gather additional
information on the impacted asset or to gain insight on finding all VMs with exposed ports to the
internet, as these may have further access via IAM to supplementary services. This type of capability
is vital for SOC analysts because it allows deeper scope into their incident investigation.

I Scope In W5 AwsS Find Assets

That Internet Facing - true
I And Can be accessed by Identity
I where Has Access to Asset

®
®
®

Figure 11: Quick query to gain cloud asset exposure and context
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4. Closing the IR loop of detection to remediation: One of the final steps of IR is to remediate the risk
and set up guardrails to detect future activity. This is easily achieved by converting the above query
into a custom alert policy that gets triggered upon matching the same criteria. The solution also
provides guided remediation and risk mitigation steps, helping organizations that lack specific cloud

service knowledge to effectively remediate.

A ZS-CLOUD-37742 X

Alert Details Remediation

v Recommendations

Enforcing AWS IAM password strength, pattern and rotation are vital when it comes to maintaining the security of your AWS account. Having a strong passworc
policy in use will significantly reduce the risk of password-guessing and brute-force attacks.

References

IAM Best Practices

Setting an Account Password Policy for IAM Users#

v Remediation Procedure
Using AWS Console
1. Login to AWS Console (with appropriate permissions to View Identity Access Management Account Settings) and navigate to the IAM console at
https://console.aws.amazon.com/iam/
2. Click on Account Settings on the Left Pane.
3. Go to the Password policy section and click on Update button.
4. Set Minimum password length to 14 or greater.
5. Click Apply password policy to update trhe policy
Using AWS CLI
1

Run iam update-account-password-policy command to create or update existing password policy and set 'Minimum password length' to 14 or greater:

aws iam update-account-password-policy --minimum-password-length 14

Note: All commands starting with aws iam update-account-password-policy can be combined into a single command.

Figure 12: Guided remediation

© 2022 Zscaler, Inc. All rights reserved. White Paper 16



Pll Processing and Transparency

The PIl processing and transparency (PT) control group’s primary aim is to ensure the identification of
sensitive data and the application of adequate security controls to that information. The Zscaler platform
provides comprehensive capabilities to cover these requirements.

Zscaler Cloud DLP scans cloud storage locations such as Amazon Web Services S3 (AWS S3) and finds
sensitive data. Posture Control then assesses the security controls of cloud data stores and ensures

application of adequate access controls, code settings, and correct setup of data encryption keys, as well

as data lifecycle policies. Finally, VWorkload Communications enforces network/web DLP capabilities for
outbound traffic, blocking exfiltration of sensitive information.

Risk Assessment

Risk assessment (RA) is a critical component of an effective security program. It allows organizations to
measure and establish metrics around the effectiveness of their security strategy and controls.

Posture Control performs deep cloud risk assessment by comparing the configuration state of the cloud
environments to the best practices recommended by Cloud Service Providers (CSP) and well-architected

security frameworks. The solution performs risk assessment in two key stages:

1. Prioritized risk assessments: This is driven by identifying the key risk indicators (KRIs) that have
maximum potential to impact confidentiality, integrity, and availability of the cloud environment. A
prioritized list of potential cloud threats is displayed on the dashboard to allow for quicker surfacing of
critical infrastructure weaknesses so that they can be remediated before becoming a potential breach.

Security Event & Attack Vector Alerts

& ° a 22 0 ° i © K 2 ®n
Account Takeover Ransomware Crypto Mining Reconnaissance & Evasion Multi-layer Attack Paths Suspicious Activity

Ransomware Alerts Trend Show All Alerts Top Ransomware Policies

24 A 22 S3 buckets vulnerable to ransomware attacks

0
9/23 9/24 9/25 9/26 9/27 9/28 9/29

Security Exposure Alerts

=
56 P 10 > o lom 11 68 29 i © & 60
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Figure 13: Prioritized risk assessment
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2. Policy=driven risk assessments: The solution offers thousands of pre-built risk assessments based on
a number of control frameworks such as PCI DSS, SOC2, NIST 800-53 rev 5 (including sub controls),

CIS, and more.

< NIST SP 800-53 Rev.5 Y Hide Filters | |
Business Units v Clouds ~ Accounts ¥ Regions ¥ +
Policy Compliance Posture Asset Compliance Policy Compliance Trend
1.6K
100 %
1.2K B P
60%
800
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Compliant 40%
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20% fo e AT
o bk
Assets 0:3%
831 93 96 98 910 9N2 914 916 918 920 922 924 926
Passed  Failed Passed  Failed OFailed O Passed
Q Search...
Policy ID % ControlNo $  Policy Name % Cloud Type %  Category %  Severity Passed Assets Status
ZS-AZURE-00006 AC-2 Ensure FTP deployments are disabled for APl app A Predefined Access Control ® High 0/0 No Resour..
ZS-AZURE-00008 AC-2 Ensure FTP deployments are disabled for Mobile...  #& Predefined Access Control ® High 0/0 NoResour..
ZS-GCP-00068 AC-2 Ensure that there are only GCP-managed servic... o Predefined Access Control ® Medium 0/0 No Resour...
ZS-AZURE-00009 AC-2 Ensure FTP deployments are disabled for Web a... A Predefined Access Control ® High 0/0 No Resour

Figure 14: Policy-based risk assessment

The solution also allows for the creation of tailored risk assessments based on existing frameworks by

allowing the creation of custom benchmarks.

Systems and Communications Protection

The systems and communications protection (SC) category of controls ensures that the Zscaler zero

trust platform provides comprehensive protection for cloud workloads. This includes defense from
network—borne cyberthreats and data protection via a simple model that unifies policies across multicloud
environments. Zscaler provides secure workload—-to-internet and workload-to-workload communications

built on a zero trust foundation.
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Figure 15: Zscaler zero trust for workload communications

Posture Control also detects misconfigurations related to network setup, such as security groups and

encryption on data that could result in unwanted exposure, as well as data breaches.

System and Information Integrity

The aim of the system and information integrity (SI) control group is to have effective visibility and
processes around vulnerability management of security controls that affect the integrity of the system
and sensitive data. In the public cloud, this boils down to addressing vulnerabilities in the cloud software
supply chain, such as VM or container images, as well as ensuring the proper policies are applied against

tampering with data and workloads.

Posture Control provides agentless vulnerability scanning of cloud workloads and container images.
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Figure 16: Agentless vulnerability scanning

In addition, the platform provides policies to assess weaknesses in cloud logging, as well as authentication
weaknesses that might result in denial of validity.

Supply Chain Risk Management

Supply chain risk management (SR) is a critical control in the context of the cloud. The agile development
cycle of cloud applications is predicated on the reusability of code, which means that any kind of
vulnerability in the reused code can spread rapidly across hundreds of workloads.

Posture Control creates a centralized inventory of cloud vulnerabilities, making it easy to search and
group associated impacted images or workloads.
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Figure 17: Quick scoping of all impacted workloads against a vulnerability
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Summary

Zscaler for Workloads provides comprehensive capabilities to allow organizations to rapidly adopt
compliance frameworks such as NIST 800-53. Zscaler for Workloads allows organizations to garner
holistic cloud security capabilities that are developer-first, threat—informed, and operationally efficient.
This ultimately helps businesses securely accelerate their cloud adoption journey, while helping security
teams focus on strategic goals.

So, what'’s next? Give us an opportunity to be your mission partner in delivering a secure cloud
infrastructure. Zscaler Posture Control provides an assessment of your cloud infrastructure today
and helps you build security processes for tomorrow.

Learn more about Zscaler Posture Control: zscaler.com/posture—control

Schedule a demo or try out our platform:

zscaler.com/products/posture—-control#contact—us, or reach out to your Zscaler account manager.
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